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Personal Security Practices

As the year comes to an end, many of us
take inventory of our possessions. This year,
when thinking about what to keep, donate
or trash, make sure to protect the personal
information on your families' devices.

A sound home data security plan is built on
five key principles:

1. TAKE STOCK.

Know what personal information you have
in your files and on your computers.
Inventory all computers, laptops, mobile
devices, flash drives, portable drives,
gaming and VR systems.

2.LOCKIT.

Protect the information that you keep.
Review, update and change old passwords.
Consider two factor authentication for your
most sensitive information and accounts

3. SCALE DOWN.

Keep only what you need. Properly clear
and dispose of those old cell phones and
readers lying around in desks and drawers.

4. PITCHIT.

Properly dispose of what you no longer
need. Make certain that any device headed
for donation or disposal is wiped clean of all
personal information. A factory reset is a
software restore of an electronic device to
its original system state by erasing all of the
information stored on the device.

5. PLAN AHEAD.

Research Password Manager tools to help
your family safely change and update
passwords frequently. Review your existing
anti-malware/spyware tools and upgrade as
appropriate.

On behalf of the entire Chief Security
Officer staff, wishing you a healthy and
happy New Year!




Solomon Adote may take trial and error to avoid a “false positive,” the term for a
Chief Security Officer legitimate call that is stopped.

READ MORE CYBERSECURITY NEWS at DIGIKNOW!

Delaware Department of Information & Technology publishes and sends this
newsletter to all network users because we need YOUR help to keep our network
secure. If you are having problems viewing this message, accessing the links or
want to print a PDF copy, go
to:https://digiknow.dti.delaware.gov/news/index.shtml?dc=newsletters
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